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DATE TIME VENUE PARTICIPANTS
31 July 2026 11:30 AM - 01:30 PM SVP College Students,
(2 Hours Program) Bhabua, Kaimur Teachers

WHY YOU SHOULD JOIN? TOPICS COVERED
@& Understand cyber risks and online threats 8% Common Cyber Frauds
@& Learn safe digital habits B Cyber Security Essentials
& Know your rights and cyber laws 1 Password & Data Protection
@ Be aresponsible digital citizen — &5 Cyber Laws & Your Rights
& Together, build a safer society = How to Report Cyber Crimes

ORGANIZED BY CHIEF GUEST

CYBER POLICE STATION,
KAIMUR (BHABUA)

SHREE SHIKHAR CHAUDHARY SIR
(SP KAIMUR)

Ao Scan to know

Think Before You Click. Report Cyber Crime: [
more about

Stay Alert. Stay Secure. www.cybercrime.gov.in | 1930 Op=28d cyber safety




website www.svpcollegebhabua.org
email: svpcollegebhabuamail@gmail.com
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Proceeding

Cyber Awareness Program

Sardar Vallabhbhai Patel College, Bhabua, Kaimur
Date: 03 July 2026
Venue: Seminar Hall, Sardar Vallabhbhai Patel College, Bhabua

A Cyber Awareness Program was successfully organized in the Seminar Hall of Sardar
Vallabhbhai Patel College, Bhabua under the guidance of Principal Dr. S. P. Sharma.
The programme was conducted in collaboration with the Cyber Police Station, Kaimur
(Bhabua) with the objective of creating awareness among teachers and staff about the
growing menace of cyber fraud and cybercrime.

The programme was graced by SDM Shri Amit Kumar, SDPO Shri Om Prakash, and
officials from the Cyber Police Cell, including Cyber DSP Neetu Singh. The keynote
resource person was Mr. Anand Prasad Gupta, National Forensic Sciences University
(Ministry of Home Affairs) and an expert associated with the Cyber Cell, Bhabua.

At the outset, Mr. Gupta emphasized that "the human mind is hacked before the
device is hacked." He explained how cyber criminals manipulate people through
attractive offers such as free gifts, free Wi-Fi, fake job opportunities and lucrative

investment schemes before launching financial frauds.

He clearly differentiated between Cyber Fraud and Cyber Crime. According to him,
cyber fraud primarily results in financial loss through deception, whereas cybercrime
includes hacking, identity theft, cyberbullying, online harassment, emotional
exploitation, data theft and other offences affecting an individual's privacy, mental
well-being and digital security.

During the interactive session, he discussed several common cyber threats, including;:

o Malware attacks through malicious applications and files.

e UPI and QR Code scams.

o Phishing through e-mails, Smishing through SMS, and Vishing through
fraudulent phone calls.

o Honey-trap frauds using fake social media profiles, especially impersonating
women to deceive victims.

» Fake online booking scams, particularly religious pilgrimage bookings such as
Kedarnath.



» Digital Arrest scams targeting even educated professionals and software
engineers.

o Remote access fraud through fake customer care services.

o Fake APK applications, e-Challan scams, PM-Kisan and government scheme
frauds.

o Fake electricity bill update messages, courier delivery scams, online job scams,
investment scams, cryptocurrency frauds, loan app frauds and sextortion.

The resource person narrated an interesting real-life incident of an 11-year-old boy who
learnt hacking through YouTube and demanded ransom from his own father,
highlighting the ease with which cyber tools are available today and the importance of
digital ethics.

A live demonstration was conducted on various cyber security tools and techniques. He
explained:

o How Flipper Zero can be misused for digital attacks, including card-related
vulnerabilities.

o How to check the IMEI number of a mobile phone by dialing *#06#.

o The importance of checking suspicious websites, URLSs, files and QR codes
through VirusTotal before opening them.

e The usefulness of the M-Kavach App in detecting malicious applications.

o The Sanchar Saathi Portal/App for blocking lost or stolen mobile phones and
checking unauthorized SIM connections.

o The Have I Been Pwned website to verify whether an e-mail account has been
compromised in any known data breach.

Mr. Gupta further highlighted that many social media accounts are fake and cautioned
participants against accepting friend requests from unknown persons. He advised
everyone to enable Two-Factor Authentication (2FA), regularly update passwords,
avoid clicking suspicious links, disable automatic media downloads in WhatsApp, and
never open files with extensions such as .exe or .dll received from unknown sources.

He also explained the concept of the Dark Web, where many illegal activities including
cybercrime, illegal transactions and other unlawful content operate anonymously.
Participants were advised never to access such websites.

Based on the awareness material distributed by the Cyber Police Station, participants
were informed about several important safety measures, including:

e Never sharing OTPs, passwords or banking credentials.
e Regularly checking application permissions on mobile phones.



o Using trusted e-mail IDs with two-step verification.

» Verifying websites before making online payments.

o Checking whether call forwarding has been activated using *#21#.

e Reporting cyber fraud immediately by calling the National Cyber Crime
Helpline 1930, registering complaints on the National Cyber Crime Reporting
Portal (cybercrime.gov.in), and lodging an FIR at the nearest Cyber Police
Station.

The session concluded with an interactive question-and-answer segment in which
faculty members and staff actively participated and clarified their doubts regarding
cyber security practices.

In his presidential address, Principal Dr. S. P. Sharma expressed his sincere gratitude
to Cyber DSP Shri Petu Singh, SDM Shri Amit Kumar, SDPO Shri Om Prakash, the
Cyber Police team and resource person Mr. Anand Prasad Gupta for conducting such
an informative and practical awareness programme. He emphasized that in the present
digital era, every individual is vulnerable to cyber threats, irrespective of age or
profession. He urged all teachers, staff members and students to remain vigilant and
adopt safe digital practices to protect themselves from cyber fraud and data breaches.
He further suggested that such cyber awareness programmes should be organized
every year so that the entire academic community remains informed, alert and digitally
secure.

The programme concluded with a vote of thanks and a collective pledge by all
participants to promote responsible and secure use of digital technologies.
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